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Abstract

Orthogonal Codes for CDMA-based Asynchronous Medical Wireless Body Area
Networks (WBANS)

Ali Tawfiq
Masters of Applied Science (M.A.Sc)
The Edward S. Rogers Sr. Department of Electrical and Computer Engineering

University of Toronto

2012

The presented work considers a CDMA-based Wireless Body Area Network (WBAN)
where multiple biosensors communicate simultaneously to a central node in an asyn-
chronous fashion. The asynchronous nature of the WBAN introduces Multiple Access
Interference (MAI). To combat this problem, presented is a methodology that uses a set of
cyclically orthogonal spreading codes extracted from the Walsh-Hadamard matrix. When
using the Cyclic Orthogonal Walsh-Hadamard Codes (COWHC) as spreading codes in
the CDMA-based WBAN;, the cyclic orthogonality property helps mitigate MAI amongst
the on-body sensors. Presented is an ideal communication system that is most effective
at mitigating MAT in proactive WBANs. The work illustrates the system optimality and
effectiveness at mitigating MAI by studying the sensitivity to packet-loss through simu-
lating the link Bit Error Rate (BER) performance. It is shown that the proposed design
with COWHC, a Rayleigh flat-fading channel, BPSK modulation and a conventional

receiver produce optimum MAT mitigation.
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List of Notations

Throughout this document, normal letters are used to denote scalars. Boldface capital
and lower case letters denote matrices and vectors, respectively. The transposition and
the conjugated transposition of a complex matrix A are denoted by AT and AT, respec-
tively. The n x n identity matrix is denoted by I,. Operators with “” correspond to
the decoded signal at the CCU of their counterpart at the transmitter. E[ . | represents
the expectation operator. Also, E and T are used for energy and time parameters, re-
spectively. Also, A; is the i'" row of size n x n matrix A, i.e. {A;} = {ai}i_, -

convenience, a list of key mathematical symbols used in this document are provided in

Table 1.

Table 1: List of Notations

B: Channel bandwidth

d: Transmission distance

K: Total number of biosensors
M: Constellation size

X;: Raw digital message

L;: Size of bit message

my: Message bit value

X;: Received signal at CCU

S;: i biosensor

s;: Modulate signal for i*" sensor
w;: Spreading code for i*" sensor
n: AWGN

N: Processing gain

H,.: Hadamard matrix

W (2’“, k): Walsh-Hadamard Codes
E[ . ]: Expectation operator

0: Code phase-shift

fe: Center frequency

E,: Symbol energy

FEy: Bit energy

h;: Fading channel coefficient
L4: Channel gain factor with distance d
Ty: Message bit duration

T.: Chip duration

T Sleep mode duration
T,c: Active mode duration
T;,: Transient mode duration
Ts: Symbol duration

A: Wavelength

G: Antenna Gain

&: Path-loss exponent

Q =E [|h:[?]

R,y: Cross-correlation between x and y

xiil




Chapter 1

Introduction

This thesis studies the problem of packet collision and multiple access interference in
CDMA-based wireless body-centric networks. This chapter begins by introducing the
advancement in both the industrial field and wireless communications that stresses the
importance of wireless networking in the medical field. Then, the motivations and chal-
lenges in solving the problem is discussed. Finally, the proposed solution for multiple
access and packet collision mitigation is reviewed and a road map to the rest of thesis is

given.

1.1 Introduction to WBANSs

In recent years advancements in the development of low-power electronics, sensing de-
vices, wired and wireless technologies has been on the rise as demand for improved
services in sectors such as healthcare has surged. Wireless communication for example
has seen a tremendous overhaul in the past decade as it became a preference over wired
communication in many applications. Anything from satellite communication, television,
telephony, Internet, personal gadgets and even electricity are all applications of wireless
communication. The advances in technology and that of wireless communication has led

to the development of solutions that caters to the healthcare industry while effectively
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and reliably complimenting the work done by professional healthcare personnels. This
includes but is not limited to the: development of accurate sensing devices, designing
wireless monitoring devices to allow for remote monitoring, and advancing medical net-
working capabilities within the hospital environment. Wireless communication is used
in healthcare institutions and are utilized in pagers, wireless monitoring devices, and
wireless sensors and are in continuous operation by staff and patients alike. The devel-
opment of low-power, small medical sensing devices that are capable of monitoring the
physiological nature of the human body coupled with the advancement in wireless com-
munication and software engineering has led to the integration of such technologies in
ubiquitous healthcare systems. The introduction of cheap, reliable and wearable sensing
devices allowed for the development of small wireless networks capable of continuously
monitoring patients in hospital beds, in the vicinity of the hospital, or even at the com-
fort of their home. These sensors create closed wireless networks named Wireless Body

Area Networks that continuously observe the physiological state of patients.

Wireless Body Area Networks (WBANSs) support a broad range of medical/non-
medical applications in healthcare, medicine, and sports. Of interest is the use of WBANs
for the continuous monitoring of physiological signals for both diagnosis and prevention
[6, 7]. Those include on-body measurements such as the Electrocardiogram (ECG), Elec-
troencephalogram (EEG), temperature and blood pressure, and/or accurate diagnosis of
vital signs of the patients’ in-body by implantable sensors [4, 8]. The operation and
design of the sensor network and its respective components are governed by medical and
industrial regulations. These regulations ensure maximum safety to the patient, reliabil-
ity in communication, and accurate measurements of the physiological signals. Anything
from power sources, sensing devices, cables, and wireless transceivers are bound by such
regulations. Given the fact that the patients’ well being might be dependent on the ac-
curate realization of such networks, a high level of design and implementation accuracy

is maintained throughout the system. Several factors must be taken into consideration
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in the design and implementation of WBANS, including the modelling of the body area
channel and choosing an appropriate protocol design matched with the network topol-
ogy. On the other hand, since WBANS are known as short range communications, circuits
energy consumption are comparable to the RF transmission energy, which requires the
devices to be simple and have low-power consumption characteristics.

There is continuous high demand for wireless monitoring solutions and a variety of
wireless protocols are continuously proposed and implemented to enhance the reliability
of such networks, as well as support a wider range of medical devices [9]. Due to medical
regulations, the protocols for WBANs must comply with the maximum transmit power,
frequency of operation and the minimum interference posed on other medical devices. On
the other hand, the protocols in such WBANs where multiple biosensors communicate to
a central node must support high rate of reliability, immunity to noise and multiple access
capabilities in a realistic channel model between the human body and the central node.
Hence, WBAN devices must pose designs with low-power consumption characteristics
while being highly robust to noise and interference to provide the desired long-term

application.

1.2 Motivations and Challenges in WBAN design

When designing and implementing solutions such as WBANs that compliment the work
of healthcare personnels, the design must achieve a high degree of sensing and diagnosis
accuracy, while being both power and energy efficient. In order to achieve the operational
standard set out by medical regulations and industry standards (further discussed in

Chapter 2), the design of WBANS posses a number of technical challenges:

1. Data and time asynchronicity: In body-centric networks, each biosensor trans-
mit its own information in a predetermined active mode duration which may be

different from neighbouring sensors. This ensures that the sensors are asynchronous
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in time. On the other hand, the data collection and transmission rates of the various
sensors may be different from each other, as each could be sensing a different physi-
ological signal. This introduces data rate asynchronicity to the network. This kind
of time and data rate asynchronicity posses a design challenge particularly when
several biosensors access a common transmission channel simultaneously. This leads
to the collision of some packets at the central node and the loss of vital data at
the receiver. The collided packets must then be retransmitted, which is considered
a major source of energy waste in the network since i) a feedback channel must
be established from the central node to the biosensor, and ii) power and energy is

further consumed to reprocess and transmit the lost packets.

2. Efficient spectrum utilization: Wireless technologies utilize a large operating
spectrum (~30KHz to 300GHz) as allocated by spectrum regulators such as Indus-
try Canada (in Canada) and the Federal Communications Commission (FCC - in
the USA) [10, 11]. Crowding a given allocated spectrum range can affect the overall
quality of transmission by having many users accessing the same spectrum. An in-
crease in demand for wireless spectrum can only be matched in one of two ways: (i)
releasing higher frequency ranges, (ii) enhancing existing techniques to better uti-
lize the wireless spectrum. Releasing higher frequency ranges is both economically
expensive and requires higher and more sophisticated computational complexity.
On the other hand we can modify and enhance existing wireless techniques to bet-
ter utilize the allocated spectrum for any given application. And such is the case for
WBANS, given the devices and network operating environment and the frequency
range provided by spectrum regulators, it is crucial to utilize wireless protocols that
efficiently use the given spectrum. Of interest is the use of multiple-access proto-
cols such as Time Division Multiple Access (TDMA), Frequency Division Multiple
Access (FDMA), and Direct Sequence Code Division Multiple Access (DS-CDMA)

with orthogonal spreading codes.
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3. Spreading code orthogonality: One challenge faced in CDMA-based WBANs
is the utilization of proper spreading codes with minimum mutual cross-correlation
to mitigate Multiple Access Interference (MAI). However, the problem in using
spreading codes is the loss of orthogonality due to the time and data asynchronic-
ity and/or multi-path signal propagation. This loss of orthogonality will further
contribute to the problem of multiple access interference and increase the decoding
error rate probability. Of interest is studying the optimality of spreading codes

with orthogonality properties resilient to the asynchronicity of the WBAN.

1.3 Contributions

This thesis aims to propose a communication system design for WBANSs that tackles the
challenges presented in Section 1.2. Of interest is the development of a wireless protocol
that: 7) has collision-free properties, i7) multipath resilient properties, iii) supports var-
ious data rates, and iv) uses available frequency and time resources efficiently [12]. The

deliverables of this thesis is divided into the following two major contributions:

1. Cyclically orthogonal spreading codes: Given the effect of asynchronicity on
the orthogonality of spreading codes in CDMA-based networks, the work presented
in this thesis proposes the use of a special set of orthogonal Walsh-Hadamard
spreading codes that are resilient to the asynchronous nature of WBANs. The
Cyclic Orthogonal Walsh-Hadamard Codes (COWHC) are a subset of the con-
ventional Walsh-Hadamard codes that maintain their orthogonality even when the
sensor nodes are asynchronous in time, and have zero mutual cross-correlation for
every time delay value. When used in the proposed CDMA-based WBAN, COWHC
will mitigate the effect of MAI and effectively lower the detection Bit-Error-Rate
(BER). This will ensure that the transmitted vital data is accurately decoded at

the central node of the body network while power resources are reserved (no packet
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retransmission is required). The optimality of COWHC is compared to conven-
tional semi-orthognal spreading codes such as Gold codes [13] and chaotic codes

[14].

2. Asynchronous CDMA-based WBAN: The idea is to design a communication
system that can operate around the time and data asynchronicity of WBANs and
can efficiently utilize the limited spectrum allocated for WBAN applications. In the
study shown in Chapter 2, it is evident that utilizing a CDMA-based multiple access
protocol where sensors are assigned unique orthogonal spreading codes to access a
common channel simultaneously is the most promising. However, the majority of
protocols used for cellular and classical wireless networks are not directly applicable
to on-body wireless networks. Hence, the proposed network design studies the effect
of multiple modulation schemes, receiver designs, and spreading parameters for a

CDMA-based wireless on-body network that effectively mitigates MAI.

To the best of our knowledge, this is the first in-depth study in the physical layer of
asynchronous CDMA-based WBANs which captures the effects of spreading codes, mod-
ulation techniques, and receiver structure on the link and network performance. The
presented work differs from previous CDMA-based wireless sensor networking applica-
tions in two ways; ¢) the WBAN maintains the asynchronous operation and no power
is consumed for transmission scheduling and no feedback channels are required, and i)
using COWHC for spreading does not require any specific code assignment algorithms
to minimize MAI as all codes are mutually orthogonal to each other and produce zero

cross-correlation.

1.4 Organization

The rest of the thesis is organized as follows:
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Chapter 2 investigates the prior art in body centric wireless networks. First a
detailed overview of the WBAN structure, existing applications and technical device
specifications are presented. Then a comprehensive review of various wireless standards
that cater to WBAN application is presented, and prior spread spectrum and CDMA-
based WBAN are analyzed. Finally, a thorough definition of the problem to be solved is
stated.

Chapter 3 presents a detailed overview of the proposed cyclic orthogonal Hadamard
spreading codes. First, the theoretical background and orthogonality property of Walsh-
Hadamard codes is reviewed. The cyclic orthogonal Hadamard codes are studied next.
Then, the approach taken to validate the results presented in this document is provided
as well as the simulation setup. Finally, simulation results in support of the proposed
cyclic orthogonal codes is presented.

Chapter 4 provides a detailed account on the proposed CDMA-based WBAN. The
details of the system model including data gathering, modulation and spreading mecha-
nisms is presented. Then a study of the proposed channel model and receiver structures
is provided. Finally, simulation results that examine the performance of the proposed
system is presented.

Chapter 5 presents a discussion of the research results and findings provided in this
document. A recommendation on the validity of the presented work is provided and

possible future work to be conducted on this subject is also discussed.



Chapter 2

Review of Prior Art, Design, and

Setup of WBANSs

This chapter formulates the problem of MAI in WBANSs by first providing an overview
of WBANSs from a system and application point of view. Then a study of the history of
wireless medical standards used in WBANS is presented. Next, a detailed formulation of
the application of spread spectrum in WBANSs is provided. Finally the problem definition

is reiterated and a summary of the chapter is presented.

2.1 Hierarchical Overview of Medical Networking

Body Area Networks (BANSs) are networks that connect multiple biomedical sensing and
monitoring devices in or around the vicinity of the human body. With the advancement
of wireless technology, convenient Wireless Body Area Networks where the devices are
wirelessly interconnected to each other and to the central node were developed. With the
operation of WBANs around the human body in hospitals, healthcare institutions and
homes, the wireless transmission is governed by wireless and medical regulations. BANs
can support a variety of applications from sports to medical. Of interest is studying the

implementation of WBANSs from the wireless physical layer design in medical applications.
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Figure 2.1: Overview flow diagram

As shown in the flow diagram in Figure 2.1, the Physical Layer (PHY) of WBANSs can
operate in two ways; Narrowband (NB), and Ultra-Wideband (UWB). Of interest is
studying the operation of WBANs in the NB physical layer as it is primarily responsible
for the 7) activation and deactivation of radio transceivers, and i) data transmission and
reception, which will aid in the investigation of MAI at the bit level. To support multiple
devices (users) within the WBAN| Direct Sequence Spread Spectrum (DSSS) techniques
such as CDMA has been previously proposed in the literature [12, 15]. In CDMA-based
WBANSs each node is assigned a unique spreading code that spreads the signal over a
larger bandwidth than that of the original message. This technique provides both security
and a system design that can control the interference posed at each node by assigning
orthogonal spreading codes to the network nodes. The areas of contributions presented in
this thesis document are also shown in Figure 2.1, where the proposed COWHC spreading
codes are compared to existing spreading codes used in CDMA-based WBANs and the
proposed WBAN system is investigated from both the digital modulation and receiver

design point-of-views.
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2.2 The Design of Wireless Body Area Networks

This work considers a typical body centric wireless sensor network consisting of multiple
biosensors that communicate wirelessly to a Central Control Unit (CCU). The network
as shown in Figure 2.2 contains K on-body biosensors denoted by S1,8,,- -+ ,Sk and the
CCU. The total number of sensors in WBANSs is typically very low, 2 < K < 10, as to
not compromise the comfort and regular activity of the user [16].The sensor nodes collect
physiological data from on-body/ in-body sensors and transmit the data wirelessly to
the CCU (the roles of two types of node is further explained in Section 2.2.2). The CCU
on the other hand receives the data from multiple sensors in the network and decodes
for the transmitted data. Given the nature of the design of WBANSs, sensor nodes have
power-constrained batteries contrary to the CCU which can have a power source. Hence
there is a need to reduce the overall power consumption and computational complexity of
the sensor nodes to prolong the lifetime of the network. For this purpose, WBANs utilize
a duty-cycling mechanism such as the one illustrated in Section 2.2.1 which achieves a

significant energy saving in both circuit and signal transmission [4].

2.2.1 Duty-Cycle Mechanism

In the CDMA-based WBANS, it is assumed that all biosensors utilize spreading codes

with the same processing gain N £ % and the same modulation scheme, such that the

average transmitted energy per symbol is the same for all nodes. It is also assumed that
the biosensors are unaware of the other nodes’ wake up processes. This makes the network
be inherently tolerant to the failure of individual sensors. Under the above assumptions,
the data transmission rates of all biosensors are the same. In [4] the authors present a

proactive WBAN where each sensor periodically turns on its transmitter for T,. every Ty

Tae

seconds, the duty-cycle is defined as e

. During the active mode period of sensor S;, T,

the raw signal measured by the biosensor is first passed through the amplification and
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Figure 2.2: Wireless Body Area Network diagram

filtering processes to increase the signal strength and remove unwanted signals and noise.
The filtered analog signal is then digitized by an Analog-to-Digital Converted (ADC),
and an L; -bit message sequence X; 2 {m,}+*, is generated, where m, € {—1,+1} and
L; is assumed to be fixed for the node S; and is not necessarily the same as L, for the
node §;, j # i. Without loss of generality and for ease of analysis, the authors assume
that the bit duration of my, denoted by Ty, is the same for all S; nodes.

The S; then returns to the sleep mode, and all the circuits of the transmitter are
powered off for the sleep mode duration Ty ; for energy saving (see Figure 2.3). Denote
Ty as the transient mode duration consisting of the switching time from sleep mode to
active mode (i.e., Ty _qc) plus the switching time from active mode to sleep mode (i.e.,
Tuc—sst), where Ty g is short enough compared to Ty 4. to be negligible. Furthermore,
the amount of power consumed for starting up the S; is more than the power consumption
during Tye g [17].

The main advantage of the above duty-cycling process is the energy saving and the
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Figure 2.3: Practical duty-cyclic process in a proactive WBAN [4]

lower computational complexity over conventional CDMA schemes where all the nodes
transmit the signal during the whole time slots. Since the biosensors in WBANs measure
different physiological information, and noting that each sensor has its own active mode
duration depending on the body signal characteristics, there exists an asynchronous duty-

cycling mechanism from the whole network points of view (see Figure 3.6).

2.2.2 Network Topology

At the network level, there exists two types of nodes in WBANS:

e Sensor node:

The objective of this unit is to gather and collect the intended physiological signal
from the surface of the human body, or from an implant. It consists of the follow-
ing components: power source (battery), sensor hardware, processor and either a

transmitter or transceiver [18].

e Central Control Unit:

This unit gathers all the transmitted information from multiple biosensors in the
WBAN and processes the data for monitoring or diagnosis purposes [1]. This can
either be a mobile device with a limited power supply, or a computing unit with a
power source. Data can either be used locally, or further transmitted into a larger

collection unit or a monitoring centre.
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. Central node
O Sensor Node
Star Network Mesh Network

Figure 2.4: Network topologies for WBANSs: (i) star network, and, (ii) mesh network

Typically, WBANs have multiple sensor nodes scattered around the vicinity of the
patients body, while ideally there is one CCU for every WBAN. The sensor nodes and

the CCU can be arranged into one of two network topologies as shown in Figure 2.4 [19]:

e Star Network:

sensor nodes have unidirectional or bidirectional communication with the central

node and no there exists no inter-node communication.

e Mesh Network (peer-to-peer topology):

sensor nodes have bidirectional communication with the central node as well as

each other.

In a star network configuration the sensor nodes wirelessly communicate to the CCU,
and there exists no communication amongst the individual sensor nodes [20]. Given that
sensor nodes operate on limited power and computation resources, some WBANSs utilize
unidirectional communication between the sensor nodes and the CCU to preserve battery
[21]. While in a mesh Network configuration sensor nodes communicate to each other as
well as the CCU, which would require a larger power source at the sensor nodes end.

In star networks, little signal processing is done at the nodes and typically raw signals

produced from the sensors are amplified and converted to the digital format before pro-
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ceeding to the transmitter block. This is done to lower the computational complexity at
the sensor nodes and to ultimately reduce power consumption. Hence the transmitted raw
signal is processed and analyzed at the CCU where there is less power constraints. Also
due to the power-constrained nature of the sensor nodes, there exists no feedback chan-
nel from the CCU to the sensor nodes, and hence no synchronization or time-scheduling
techniques are possible. This creates an asynchronous WBAN in nature where the sensor
nodes will be transmitting their data over to the CCU at predefined intervals unknown

to other nodes in the network.

2.2.3 Existing WBAN Applications

The usability of Wireless Body Area Networks has stretched into a number of applications
in the medical field and have become a crucial part of both diagnosis and monitoring.
In [22], the authors present a wireless monitoring system based on a WBAN that is
targeted for the monitoring of dialysis patients. Intradialytic Hypotension (IDH) is a
complication where a rapid decrease of blood pressure occurs as excess amounts of water
are removed from the body during dialysis. IDH affects dialysis patients with diabetes
and cardiovascular complications and may lead to nausea, vomiting and anxiety [23]. The
authors propose the WBAN system for continuously monitoring patients during dialysis.
The purpose of the WBAN is to automatically measure vital signs such as pulse, systolic
and diastolic blood pressure and communicate an alert to a monitoring nurse if IDH
occurs. While the system produced IDH detection success ratio of 94.841%, the authors
raise an issue with data loss and packet collision in the WBAN and that future work
must constitute techniques to lower overall packet collision in the WBAN and effectively
increase the detection success rate.

In [24], the authors proposed a Wireless Sensor Network (WSN) aimed for real-time
monitoring and detection of heart attacks. The intended Wearable Wireless Sensor Sys-

tem (WWSS) is designed such that ECG signals are continuously captured and transmit-
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ted to the patient’s mobile device and effectively alert doctors, relatives and near-by hos-
pital staff of any cardiovascular complication. The authors propose the use of the system
in remote areas where patients might not have immediate attention to life-threatening
complications. The effective implementation of such WSN will decrease the risk of death
to patients with heart complications while living in rural areas. It is also crucial that
the wireless transmission in WWSS is reliable and does not produce false alerts due to
packet loss or transmission errors.

Meanwhile research is being conducted to maintain low computational complexity in
WBANSs by introducing compression techniques as well as low-power sensing devices. In
[25], the authors propose an ECG compression algorithm that permits lossless transmis-
sion of ECG over bandwidth limited wireless links such as SMS and MMS. Meanwhile
introducing techniques for the detection of cardiovascular abnormalities from the com-
pressed ECG data. This work allows for less bandwidth to be used for transmission all
while creating an effective monitoring WBAN. Such technologies can be used in WBANs
intended for real-time monitoring of cardiovascular signals such as the system presented
in [26]. In [26], the authors present a WBAN that uses ZigBee based ECG devices [27] to
develop continuous monitoring networks for Electrocardiogram activity using MATLAB.

It is evident that Wireless Body Area Networks are attracting a lot of attention for
the enhancement of patient monitoring and diagnosis for a variety of medical needs. It is
crucial that such WBANS are designed with the utmost attention to detail and that vital
physiological information are reliably transmitted from the sensor nodes to collection

units to avoid diagnosis and monitoring errors.

2.2.4 Typical WBAN Sensor Specifications

As shown in the previous section, WBANSs can span a number of applications, each
with a varying number of sensing devices. Sensors in WBANSs have varying data rates

depending on the nature of the physiological signal being monitored. In [1], the authors
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Signal Data Rate | Bandwidth (Hz) | Parameter Range
ECG (6 leads) 288 kbps 100-1000 0.5-4 mV
EEG (12 leads) | 43.2 kbps 0-150 3 uV-300 iV
EMG 320 kbps 0-10000 10 pV-3 mV
SpOs 16 bps 0-1 -
Temperature 120 bps 0-1 32-40 °C
Glucose monitor 1.6 kbps 0-50 -

Table 2.1: List of typical WBAN sensors and their technical specifications [1, 2]

present a number of standard data rates that govern a number of biosensors typically
used in WBANS, and are shown in Table 2.1.

It is evident from Table 2.1 that biosensors utilized in WBANSs operate with a variety
of data rates and signal bandwidths. This variation in data rates and sensor technical

specifications contribute to the asynchronicity of WBANS.

2.3 Wireless Standards for WBANSs

As wireless telecommunication started to be implemented in hospitals and medical in-
stitutes, there were many calls for standardized protocols to be developed for medical
applications. In 1999, a HDTV station performed a broadcasting test near the Baylor
University Medical Center in Dallas, Texas, which occupied the same band as the hospi-
tal’s medical telemetry, effectively making certain monitors inoperable [28]. This lead to
increased calls for dedicating a band exclusively for wireless medical applications. Medi-
cal services used to operate on an unlicensed basis on TV channel bands, which made it
prone to high levels of interference. Then a variety of medical specific wireless protocols
have been developed and used for WBANs and other medical networking applications.

The following is a list of such protocols, and technical details about these protocols can
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be found in Appendix A:

1. Wireless Medical Telemetry Services (WMTS)

2. Wireless Local Area Network (WLAN)

3. Medical Implants Communication Services (MICS)
4. TEEE 802.15.4 - ZigBee

5. IEEE 802.15.6 - WBAN

The latest of the above is the IEEE 802.15.6, which is a standard specifically de-
signed for low-power WBANs. This standard is of interest as it is likely to be the main

standerdized protocol used in WBANSs for the near future.

2.3.1 IEEE 802.15.6 - WBAN

IEEE 802 has established a Task Group called IEEE 802.15.6 to provide a standard
specifically designed for Wireless Body Area Networks [29]. The standard is intended for
communication optimized for low-power in-body/ on-body sensors in WBANs. It serves
a number of medical and non-medical based WBANs. This yet to be published standard
will meet low power operation, Quality-of-Service (QoS) and interference requirements
set by medical regulators. It is planned that IEEE 802.15.6 will be an internationally
recognized standard for WBANS as it defines a Medium Access Control (MAC) for several
physical layer designs for WBANs. Of interest is the three PHY designs proposed in
IEEE 802.15.6: Narrowband (NB), Ultra Wideband PHY (UWB), and, Human Body
Communications (HBC) [30].

The Narrowband PHY is responsible for activation and deactivation as well as data
transmission and reception. It supports a number of bands: 402-405 MHz, 420-450 MHz,

863-870 MHz, 902-928 MHz, 950-956 MHz, 2360-2400 MHz, and 2400-2483.5 MHz. In
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WMTS WLAN MICS ZigBee 802.15.6

Frequency| 608-614 MHz | 2.4 GHz | 402-405 MHz 2.4 GHz many bands
Bands 1395-1400 MHz 868/915 MHz
1427-1432 MHz

Range >100 m 0-100 m 0-10 m 0-10 m 2m

Table 2.2: Frequency bands and range summary of WBAN wireless protocols [3, 2]

Narrowband PHY, Differential Binary Phase-shift Keying (DBPSK), Differential Quadra-
ture Phase-shift Keying (DQPSK), and Differential 8-Phase-shift Keying (D8PSK) mod-
ulation techniques are used in all the above bands except the 420-450 MHz which utilizes
Gaussian Minimum Shift Keying (GMSK) modulation [29]. On the other hand, Ultra
Wideband PHY operates in the range 3.1-10.6 GHz with a low and high band. Each
band is divided into numerous channels with a bandwidth of 499.2 MHz each, the low
band with channels 1-3 and the high band with channels 4-11. Both channels 2 and 7 are
mandatory channels with central frequencies, f. = 3993.6 MHz and f. = 7987.2 MHz,
respectively. UWB compliant devices must support one of the two mandatory channels
while having low computational complexity and low-power signals, with data rates in
the range of 0.5-10 mbps [29]. While HBC PHY operates in two frequency bands: 16
MHz (US, Japan, Korea) and 27 MHz (US, Japan, Korea, Europe). HBC covers packet
structure, modulation, preamble, etc of the protocol in WBANs [29]. Table 2.2 presents
a summary of the bands and transmission range at which IEEE 802.15.6 and the wireless

protocols presented in Appendix A operate in.

2.4 Spread Spectrum in WBANSs

Given the challenges posed in WBANs as presented in Section 1.2, several MAC and

physical layer protocols have been developed for collision avoidance in wireless networks,
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including centralized and distributed channel access scheduling or multiple access tech-
niques [31]. Of interest is the use of multiple-access protocols such as Time Division
Multiple Access (TDMA), Frequency Division Multiple Access (FDMA) and Code Divi-
sion Multiple Access (CDMA) which are widely used in conventional wireless voice and
data networks [32]. For such multiple access schemes, the channel access is scheduled
by time, frequency or coding respectively among users. However, the majority of the
protocols used for cellular and classical wireless networks are unlikely to be directly ap-
plicable in on-body wireless sensor networks, as they require many actions to be taken by
the battery-constrained sensor node. Besides circuit complexity and cost, some classical
multiple access protocols impose more delay in data transmission. TDMA protocols, for
instance, where users are granted channel access at unique allocated time slots, exhibit a
poor bandwidth efficiency because of the long time delay in using the channel. Further-
more, this latency is undesirable for medical WBAN applications, where transmission of
physiological signs of patients are vital. In addition, any TDMA-based scheme requires
strict synchronization among various sensors which increases the circuit complexity and
power requirement. FDMA on the other hand, displays bandwidth inefficiency due to
the splitting of the whole spectrum between users. Furthermore, wake up synchronized
protocols used in the IEEE 802.11 standard [33] that use the DSSS technique may not
be a suitable choice for WBAN, as they cannot meet the stringent energy efficiency
requirements for WBANs. More precisely, since biosensors in WBANSs operate in an
asynchronous duty-cycling mechanism (as shown in Section 2.2.1), they have the ad-
vantages of low complexity in implementation and lower power consumption than the

synchronous case.

Taking the above considerations into account and to provide feasible wireless links be-
tween the biosensors and the CCU in a body-centric wireless network, the following issues
have to be addressed properly: i) avoid collision, 7) mitigate MAI caused by simultaneous

transmission of multiple sensors, and iii) facilitate asynchronous transmission. Among



CHAPTER 2. REVIEW OF PRIOR ART, DESIGN, AND SETUP OF WBANS 20

various multiple access techniques, Direct Sequence Code Division Multiple Access (DS-
CDMA) scheme is the most promising physical layer and multiple access technique for
on-body wireless networks, as it meets the following requirements: i) collision-free, i)
multi-path resilient properties, iii) robust against interference, iv) support various data
rates, and v) uses available resources efficiently. In contrast to TDMA and FDMA tech-
niques, the CDMA approach allows multiple sensors to transmit concurrently within the
same time over a common frequency band. This results in achieving higher bandwidth
efficiency and capacity than other multiple access techniques. In addition, on the con-
trary to synchronous protocols used in the IEEE 802.11 standard, the CDMA technique
in an asynchronous WBAN enables the nodes to operate in an efficient energy manner

by controlling the interference through choosing proper spreading codes.

2.5 Code Division Multiple Access in WBANSs

For an asynchronous WBAN, where the transmission from various sensors is bursty over
low duty-cycle, TDMA and FDMA schemes are not beneficial, as a certain percentage
of the available time or frequency slots assigned to each node would be useless. More
recently, the attention of the researchers has been drawn to using DS-CDMA in wireless
sensor networking applications, where multiple sensors transmit data simultaneously to
a central node using different spreading codes [34, 35, 36]. In [37], the authors propose a
DS-CDMA with multi-carrier transmission in a WBAN for health monitoring. However,
multi-carrier transmissions may not be suitable for energy constrained WBANSs due to
the high complexity and power consumptions imposed by the transceiver hardware.

It is shown that deploying MAI suppression techniques in DS-CDMA wireless ap-
plications can significantly improve the performance of the network such as the system
capacity [38]. In [12], the authors present an interference mitigation technique to be

employed in CDMA-based WBANSs in which lowers the effect of MAI in such networks.
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The authors assume a CDMA-based WBAN with m-sequences making up the spread-
ing codes for each sensor node. M-sequences have minimal cross-correlation properties
when compared to other spreading codes. The main contribution to the work in [12] is
the proposed interference estimation technique using Fast Walsh-Hadamard Transform
(FWHT), which estimates the interfering signal at the CCU, and subtracts it from the
received signal (interference cancellation) to decode for the desired sensor. This ap-
proach allows the CCU to mitigate interference caused by both the asynchronous nature
of WBANs and the non-orthogonal nature of m-sequences. This approach requires a
slight increase in computation at the CCU but does not require further computation
at the sensor node, which is ideal due to the power-constrained nature of sensor nodes.
On the other hand, some work in the literature proposes time-hopping techniques for
asynchronous WBANs in order to mitigate MAIL In [21], the authors consider trans-
mitter only sensors in CDMA-based WBAN where no synchronization is achieved. By
assigning time-hopping sequences to sensor nodes at which they can transmit their data
over to the CCU, this ensures no collision occurs between the transmitting sensors and
MALI is effectively avoided. This technique performs well, but since WBANs deal with
vital physiological data, restricting sensor transmission time might be critical to patient

monitoring.

2.5.1 Spreading Codes

In CDMA-based wireless sensor networks one can also control the effect of MAI by
using semi-orthogonal spreading codes. Semi-orthogonal codes are spreading codes that
produce near zero cross-correlation (refer to Section 3.2). In [39], the authors present
a methodology to generate a set of orthogonal short codes that outperform traditional
spreading codes used in sensor networks. The authors do not consider the asynchronicity
of the WBAN at which would make the spreading codes lose their orthogonality and MAI

would persist. In CDMA-based WBANSs where synchronicity between the sensor nodes
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Figure 2.5: Example of Gold Code generator [5]

can be achieved, using orthogonal Walsh-Hadamard codes for spreading can effectively
eliminate interference. Hadamard codes are orthogonal (i.e. have zero cross-correlation)
in the zero phase. In WBANSs where the sensor nodes are asynchronous, Hadamard codes
lose their orthogonality property, and effectively introduces MAI at the CCU.

Other semi-orthogonal codes that have near-zero cross-correlation in all time shifts
have been proposed to be utilized in CDMA-based sensor networks such as:

Gold Codes: Presented in [13], Gold codes are sets of 2" — 1 sequences typically
used in CDMA communications. When Gold sequences are cross-correlated, the result
is one of {—1, <2"T+1 — 1) , — (2%1 + 1) } Gold sequences are generated by computing
the modulo-2 sum of the output of two m-stage shift registers with preferred polynomials
as shown in Figure 2.5.

Chaotic Codes: In [14], the authors study the properties of chaos codes that can be
used in a CDMA system. The chaos phenomenon is able to produce chaotic sequences

with very low cross-correlation, and it is shown that it can outperform Gold codes and

m-sequences [14]. The codes are generated in this fashion:

1. Given (2.1) representing the growth of population v from time n to time n + 1 by

the growth factor r:

U1 = 10, (1 —vy) (2.1)
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where 0 < v, < 1, and r takes values between 0 and 4, it is shown that as r

approaches 4, the system is driven to chaotic behaviour [40].

2. To generate chaotic codes from (2.1), r is set to 3.99 and v, is set to an arbitrary
initial condition. Code bits are realized as follows:
c, = +1 , v, > 0.5

c, = —1 , v, < 0.5
2.5.2 Receiver Designs

Conventional WBAN receivers implement a Single User Detection (SUD) technique,
where the signal for sensor S;, 7 = 1,2, -+ , K is decoded assuming the conditions (spread-
ing codes and data rate) of the interfering nodes S;, j # ¢ is not known at the receiver.
This receiver design assumes that there cannot be a compensation technique used to
mitigate the effect of non-orthogonal spreading codes on MAI. In the proposed contribu-
tion, Section 4.1.4 details the implementation of SUD receivers in CDMA-based WBANS.
There also exists a number of Multiple User Detection (MUD) methodologies commonly
used in wireless systems such as the decorrelating receiver, zero-forcing multiuser detector
and the Minimum Mean Square Error (MMSE) receiver. Such receivers are implemented
to mitigate MAI and Inter-Symbol-Interference (ISI) in DSSS systems that utilize non-
orthogonal or semi-orthogonal codes for spreading. In [41], the authors study the effect
of the decorrelating receiver in asynchronous and synchronous CDMA-based WBANS.
Decorrelating Receiver utilizes the information readily available at the CCU to
mitigate MAIL Conveniently it is only practical at the CCU where the information about
spreading codes w;,7 = 1,2,--- , K are readily available and there are less power con-
sumption constraints. If R is defined as the K x K correlation matrix whose elements

are:

[e.e]

pii (k) = / wi(t)w; (h), (2.2)

—00



CHAPTER 2. REVIEW OF PRIOR ART, DESIGN, AND SETUP OF WBANS 24

Demodulate ——3 X,

A
Demodulate —— ) Xk

Figure 2.6: The Decorrelating Receiver in CDMA-based WBANs

where 4,j = 1,2,--+ , K and the vector Y = [y; 2 --- yx] represents the de-spread

signals from users ¢ = 1,2,--- , K as shown in Figure 2.6.
Y =RS+N, (2.3)
where S = [s; s5 -+ Sk| is the vector representation of the original signal s; from
sensor S;, and N = [n3 ny -+ ng]l is the corresponding AWGN for sensor S; respectively.

Hence in a decorrelating receiver the output vector Y is multiplied by R™! to produce

the following:

D = RR'S+R'N = S+R'N (2.4)

where D = [dy dy -+ dg]. This insures that the effect of non-orthogonality of the
spreading codes is compensated for by the R™!. The obvious disadvantage here is that
the noise will be enhanced by R,

It is evident in [41] that using MUD techniques at the receiver increases the overall

performance of the system from a Bit-Error-Rate (BER) point of view.
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2.6 Conclusions and Problem Definition

As presented in this chapter, the design of WBANS is such that it supports a variety
of sensing devices that have: (i) multiple data rates, (ii) different duty cycling and
timing mechanisms, and (iii) physiologically diverse data types (ECG, EEG, heart pulse).
As the sensor nodes independently transmit their data to the CCU, they do so in an
asynchronous fashion. As the sensor nodes utilize the same transmission bandwidth,
they may interfere on each other and effectively cause packet collision at the CCU. Packet
Collision causes transmitted data to be lost, and hence cannot be decoded correctly at the
CCU. In the case where there is no feedback (bidirectional) channel between the sensor
nodes and the CCU, the CCU cannot communicate back to the sensor node to re-send
the lost packets. While in the case where a feedback channel is established, re-sending
packets is considered to be a major energy waste in such power-constrained networks.
To combat the problem of the loss of orthogonality of spreading code, this work
proposes the use of a special set of orthogonal codes extracted from the Walsh-Hadamard
matrix, COWHC, that do not lose their orthogonality property due to the asynchronous
nature of the WBAN. In addition, to address the challenges of asynchronicity in WBANs
and spectrum utilization, the work presented in this study proposes the use of a CDMA-
based WBAN that utilizes the COWHC for spreading. To the best of our knowledge
and according to the simulation results presented in Section 3.5 and Section 4.2, the
Cyclic Orthogonal Walsh-Hadamard Codes are capable of mitigating the effects of MAI

in asynchronous CDMA-based WBANs while efficiently utilizing the allocated spectrum.



Chapter 3

Novel Cyclic Orthogonal
Walsh-Hadamard Codes

This chapter investigates the first proposed contribution of this thesis document, the
Cyclic Orthogonal Walsh-Hadamard Codes (COWHC). First, the theoretical and back-
ground details of COWHC is introduced. Next, a comprehensive overview of the vali-
dation methodology used in confirming the performance of the proposed contribution is
provided. Then, simulation setup and results in support of the cyclic orthogonal spread-
ing codes is presented. Finally, a summary of the contribution and finding presented in

this chapter is provided.

3.1 Hadamard Codes in CDMA-based WBANSs

In a CDMA-based body centric wireless sensor network where K on-body biosensors
denoted by Sy, Ss, - -+, Sk communicate to the CCU simultaneously and over a common
spectrum, orthogonal spreading codes are assigned to the sensor nodes in a fashion that
minimizes MAI. At the sensor nodes, the modulated signal s;, © = 1,2,--- , K is directly
multiplied by a pseudorandom spreading sequence w; with chip duration 7, and process-

ing gain N £ % The length of the pseudorandom spreading sequence is a function of

26
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different parameters such as the number of on-body biosensors, the available spectrum,

and the targeted performance of the network. The received signal at the CCU is given

by:
K
Xr = Zwisi + 7, (31)
i=1
where w;, 1 = 1,2, --- | K are unique pseudorandom spreading codes, and n is Additive

White Gaussian Noise (AWGN).

Walsh-Hadamard codes constitutes a set of orthogonal codes that have received atten-
tion in communication and signal processing applications and have been widely used in
DS-CDMA communications. Inherently the codes generated from the Walsh-Hadamard
Matrix Hyr are orthogonal in the zero-phase (i.e. there exists no mutual shift). The
utilization of Hadamard codes to constitute w;, + = 1,2,--- , K is particularly useful in
synchronous CDMA-based WBANSs where biosensors in the network can achieve perfect
time synchronization. In WBANs where perfect synchronization in time is not possible
the use of Walsh-Hadamard codes as spreading codes will introduce MAI. The asyn-
chronous nature of WABNs will make the Hadamard codes lose their orthogonality as
they are mutually shifted in time.

The Walsh-Hadamard matrix Ho is a special matrix of size 2Fx2*. Given

a higher dimensional Hadamard matrix Hgyx, & > 1 is produced as follows:

H2k—1 sz—l
H2k = == H2 ® H2k71 (33)
Hgk—l —HQk—l
where ® denotes the Kronecker product [42].

The rows in each of the Hadamard matrices generated above are mutually orthogonal

to each other. One can test for orthogonality of the code using one of two methods:
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i. Agreements and disagreements match: For example if w; represents the first row of

H,: and ws the second row of the same matrix, such as:

wlz{l 11 11,1112:[1 -1 1 —11

It is evident that there are 2 agreements and 2 disagreements between w; and w,.
This property guarantees that the codes of w; and ws are orthogonal. The rows of

H, all mutually follow this property at the zero-phase.

ii. The cross correlation of w; and wsy is equal to zero in the zero-phase. In fact, if:

wy = { L1, X9,y ...y Tok ] , Wy = { Y1, Y2,y -ony Yok }

then the cross correlation of w; and ws in the zero-phase is given as follows:

Rupw, = Y wi(Dws(l) =0 (3.4)

this property applies to all w;, w;, i # j.

The orthogonality property of the Walsh-Hadamard codes is lost if the codes are
phase shifted. Shifted codes when cross-correlated using (3.4) result in a non-zero cross-
correlation value. If Hadamard codes are used to spread the sensor nodes in an asyn-

chronous WBAN, their non-orthogonality will introduce MAI at the CCU.

3.2 Cyclic Orthogonality of Hadamard Codes

To combat the asynchronicity problem in CDMA-based WBANS, this section investigates
the proposed use of a special set of Hadamard codes extracted from the Hyr matrix that

are orthogonal to each other at every phase shift ¢, where ¢ = 0,1,2,--- 28 —1 [43, 44].
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If W(2*, k) denotes the set of 2% codes generated from the Hyx matrix, & > 1, then the

cross-correlation for codes w; and wj, ¢ # j, at phase-shift ¢ is defined as follows:

Rwiwj (¢> = Z wi(l)wj<l + ¢)7 (35)

All Hadamard codes are mutually orthogonal in the zero phase (¢ = 0) but some
codes lose their orthogonality when ¢ > 0. In [43] and [44], the authors show that one
can extract K = k + 1 codes from the Hadamard matrix H,x that exhibit zero cross-
correlation for all ¢ = 0,1,2,---,2F — 1. This set of K cyclically orthogonal spreading
codes is called Cyclic Orthogonal Walsh-Hadamard Codes (COWHC). If COWHC are
utilized for spreading in CDMA-based WBANSs, then at the CCU where:

K
§ = w X, = w;Zs; + Z ww;s; + w;n, (3.6)
ek

is the decoded signal for sensor S;, w;* will equal to 1, and w;w; will evaluate to zero
due to their cyclic orthogonality. Hence the decoded signal for sensor S; would equate to
5; = s; +w;n, where the signals s;, j # 4, do not interfere on the desired signal s;.

In order to validate the results presented in [43] and [44] the cross-correlation prop-
erties of the set of Hadamard codes generated from Hy is examined. If W (8, 3), the set
of Hadamard codes extracted from Hyg is used for illustration purposes, one can compute
the mutual cross-correlation of all w;, ¢ = 1,2,--- 8 with each other as per (3.5) for
all  =0,1,2,---,7. It is observed in Figure 3.1 that the cross-correlation between the
codes of W(8,3) at the zero-phase are all zero as expected. However, in the first and
second phases it is evident that only “some” codes exhibit zero cross-correlation; It is
of particular interest to study these codes. When examined, one can find a unique set
of K =k + 1 =4 codes from the W(8,3) that have zero cross-correlation in all phases

¢»=0,1,2,---,7. Lets denote w;, as the code extracted from the i i =1,2,--- 8 row

of W(8,3). By inspection, a possible COWHC set is generated from:
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Figure 3.1: Cross correlation of W (8,3) at the (a) zero, (b) 1st, and (c¢) 2nd phase
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this makes up one possible set of cyclically orthogonal codes extracted from the Hg
that can be used to spread 4 sensor nodes in the proposed CDMA-based WBAN. Inher-
ently if w;, i = 1,2,4,5 are used for spreading the sensor nodes in CDMA-based WBAN
then one can ultimately eliminate the contribution of the interfering signals and produce

a decoded message $; = s; + w;n that contains only the desired s; and AWGN.

3.2.1 COWHC selection

As per the work presented in [44], the following technique is used to randomly select a
subset of cyclically orthogonal codes from the Hadamard matrix. Given the Hadamard

matrix Hyr with dimension D = 2% it is shown in [44] that if H; is the i row of Hyx
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then one can divide Hyx into the following subsets:

(Hi}ice , where C= {Uc,}Um (3.7)

and C; = {2'“‘1 +1,--- ,2k_l+1}. Given the subsets in (3.7), one can define a COWHC
set of K codes by selecting a single code from each subset. If Hos is used for illustration

purposes, then given (3.7) the following subsets are generated:

{1} , &, ={2} , Co={3,4} , Cs5={5,---,8} , C,={9,---,16}

and hence a COWHC set of size K = 5 can be utilized for spreading by selecting a

single code (row) from each of the above subsets (i.e. wy, wsy, wy, wy, and wyy).

3.3 Validation Methodology

This section discusses the methodological approach to validating the proposed contribu-
tions. The application in hand is asynchronous CDMA-based WBAN where MAI can
produce packet collision when multiple biosensors wirelessly and simultaneously commu-
nicate to the CCU. The proposed COWHC spreading sets can reduce the effect of MAI
in such networks due to their cyclic orthogonality and effectively boost the reliability of

data transmission. Hence, the aim in simulations is to achieve the following:

1. Validate the performance of COWHC spreading sets in the proposed CDMA-based
WBAN (Chapter 4) and compare the results to other spreading codes used in

existing solutions.

2. Identify an ideal and complete communication system to foster COWHC while

maintaining better performance than that available in the literature.

3. Identify a complete list of the advantages and limitations of the proposed contri-

butions, and ways to expand and further modify the presented work in the future.
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3.3.1 Validation Metric

In a communication system, there exists a large set of design and testing metrics both
at the PHY and MAC layers. In the attempt to validate the proposed work, it is crucial
to select a study and comparison metric that is fitting to the application in hand. The
core problem to this project is the packet loss that occurs due to MAI in wireless medical
networks. Of interest are medical devices that are placed on-body or implanted in the
human body, both of which have relatively low data rates as shown in Table 2.1, this
makes the quality of transmission very sensitive to packet-loss.. The goal is to maximize
the reliability of the data transmission in the proposed WBAN, and in medical devices
reliability depends on the data rates [1]. Hence as a comparison and testing metric,
Bit-Error-Rate (BER) is selected as the primary testing metric. The BER helps better
understand the nature of the reliability of transmission at the bit level of the proposed

WBAN and how the simulated system is capable of eliminating packet loss.

The BER is a measure of the ratio between the number of error bits in the decoded
message compared to the total number of bits in the original message. It provides an
estimation of the bit error probability of the transmission. BER is generally used as a test
metric where transmission reliability is being examined [41] . In the scope of the project,
only BER is used to examine the performance of the proposed system. As shown in
Section 3.5 and Section 4.2, the BER will be used to quantify the transmission reliability
with multiple noise levels. BER will be shown in the log scale, and Signal-to-Noise-Ratio
(SNR) as decibels (dB). To further strengthen the results in the future, the performance
of the contributions could be studied from the network throughput, capacity, power and

energy points of view.
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Figure 3.2: CDMA-based communication system for WBANs with two sensor nodes

3.3.2 Approach to Performance Validation

To show the validity, extent and limitation of the work presented in this thesis document,

the following two scenarios are qualitatively and analytically studied, namely:

1. Simple Network Scenario

2. Ideal Network Scenario

3.3.2.1 Simple Network Scenario

The smallest WBAN is composed of a minimum of two sensor nodes. Testing a network
with only two sensor nodes allows for the validation of the proposed contributions under
practical conditions while maintaining low computational complexity. It also insures that
there could only be one interfering signal, ultimately decoding for the desired signal is
easier as there exists minimal interference. Figure 3.2 illustrates a WBAN system with
the two sensors &; and S transmitting periodically and over the same frequency band
to the CCU.

The digitized physiological signals X; and X5 are modulated at the transmitter by a
predefined modulation technique to produce the modulated signals s; and sy respectively.

Each sensor node is assigned a unique spreading code w; and ws respectively, that are
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known at the CCU. The spread signals are then transmitted in an AWGN channel with

Rayleigh flat-fading. The signal X, received at the CCU is:

X, = wys1 + wase + 1, (3.8)

where 77 is AWGN for a given SNR. If the desired signal is sy, the received signal X,
is multiplied with the corresponding spreading code for sensor S, w;. This produces a

decoded signal as follows:

51 = wi X, = wy X (w18] + wysy +n) = wi2s) + wiwesy + win (3.9)

Hence if the proposed COWHC are used for spreading the two sensors, (3.9) will
equate to §; = s; + wyn. Ultimately eliminating the interference sensor Sy poses on
sensor &;. Table 3.1 summarizes the environmental parameters that govern a simple
WBAN with two sensor nodes. It is worth noting that since there only exists two sensors
in the network, common practice in literature studies to decrease the spreading factor
accordingly with the number of users. In this scenario, the simulation will assume a
practical scenario where the 'default’ parameters shown in Table 3.1 are fixed for both
the simple network scenario and the ideal network scenario (Section 3.3.2.2). This is
done such that the simulation assumes a practical design rather than an experimentation
design, where in practice the spreading factor will not be changed as the number of active

sensors change in the network.

3.3.2.2 1Ideal Network Scenario

While the objective of the presented work aims at enhancing the overall performance of
WBANSs, one must keep the patients well being as well as comfort in mind. Hence, in
WBANSs the total number of sensors worn by the patient must be very low such that the

patients’ comfort is not compromised [16]. After studying and analyzing the performance
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Table 3.1: Environmental Parameters for Simple Network Scenario

Parameter \ Description Range/ Type Why?

The total number

of sensors To validate our proposed work
Number of . . .

simultaneously 2 with the simplest network
Sensors e

transmitting in structure

WBAN
Spreading %  also called Maintain practical llimit on
Factor (N) P ocessing Gain 32 and 64 number of users while keeping

minimal bandwidth requirement

Signal-to- The power ratio of Test the operational capacity of

Noise Ratio
(SNR)

the transmitted
signal to AWGN in
the channel

-10dB to 20dB

the proposed design under a
large range of practical channel
noise

spread the sensor
nodes

Gold codes and
Chaotic codes

. Type of receiver Conventional Analyze the performance gain/
Receiver . (SUD) and . .
Design used for decoding Decorrelating loss when different receiver
at the CCU Receiver (MUD) designs are utilized at the CCU
The statistical Use a simple channel model that
model used to .
Channel . . Rayleigh closely correlates to the real
. simulate a practical . . .
Fading ) Flat-fading operational environment of the
operational
. proposed WBAN
environment
1he type of COWHC,
) ort ogona / non-cyclic Test the performance gain/ loss
Spreading semi-orthogonal Hadamard Codes of the proposed codes to those
Codes codes used to ’

used in prior art
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of a simple network in Section 3.3.2.1, next is studying a network that can support 6

sensors placed on the users body. The number 6 was chosen such that (i) the designed

WBAN does not interfere with the comfort of the user [16], and (ii) it is the largest

possible K = k + 1 for the lowest spreading factor N = 32 proposed for use in Table 3.1.

The sensors communicate to the CCU in the same fashion as shown in Section 3.3.2.1

and Figure 3.2. Ultimately the transmitted signal &,. will be as follows:

6
X =) wisi 1,
=1

(3.10)

where 1 is AWGN for a given SNR. Then the decoded signal for sensor & is:
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6 6
§1 = UJ1X7« =w; X | wis; + Z wW;S; + ni| = w12si + Z W1W2S9 + w1 (311)
=2 =2

which equates to §; = s; + wyn it COWHC w;,7 =1,2,--- 6 are used for spreading.
The environmental parameters are the same as those presented in Table 3.1 with the

exception shown in Table 3.2:

Table 3.2: Environmental Parameters for Ideal Network Scenario

’ Parameter \ Description \ Range/ Type \ Why?

The total number

of sensors To examine the network
Number of .

simultaneously 6 performance when more sensor
sensors e .

transmitting in nodes are available

WBAN

3.4 Simulation Setup

Table 3.3: List of Simulation Parameters

Name Description Simulation Range

Num_Users | Total number of users in the network 1 -7 (larger for non-COWHC)

dataLen Number of bits in each cycle (over Th) | 1 - 100 kb

ittTimes Number of cycles 1 - inf

N Spreading factor 8-128

SNRall SNR operating range (dB) -20 - 20

CodeType Type of spreading codes to be used ‘cyclicwalsh’, 'noncyclicwalsh’,

"gold’, ’chaotic’

RecType Receiver type "conventional’; ’decorrelator’
Fading Rayleigh flat-fading "1’ = Yes, '0’ = No
Mod Type Type of modulation "bpsk’, ‘qpsk’, ‘oqpsk’,

'pi2dbpsk’, 'piddqpsk’
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Figure 3.3: System design of the CDMA WBAN Simulation Model

The simulation model was developed entirely in MATLAB in an object oriented style
and as visualized in Figure 3.3. Presented in Figure 3.4 is the program flow where in
the initiation stage, the simulation parameters are first defined as per Table 3.3 and
spreading codes are generated for spreading the different sensor nodes in the WBAN.
The simulation program is designed to iterate over thousands of duty cycles, and for
each iteration the data generation, transmission, reception and decoding is computed
for the entire network. Each iteration represents one cycle, Ty, as shown in Figure 2.3
where raw binary message data is first generated for all sensors in the network, and then
modulated using the user-defined modulation scheme. Next, spreading, transmission,
and receiving is simulated over a nested loop that iterates over the user-defined SNR
range. This nested loop examines how the network behaves under different AWGN noise
levels. Finally once decoding is completed, the decoded signal is compared to the original
signal by calculating the BER.

Below are details pertaining the multiple stages of the simulation setup:

Spreading Code Generation:

e COWHC: the number of codes produced from the Hadamard matrix Hyx where

N = 2% is the spreading factor, is K = k + 1. Hence, one can only generate a max-
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Figure 3.4: Program and command flow in simulation package

imum of K = logs(NN) codes, where K > Num_Users. The MATLAB program
implements the selection technique detailed in Section 3.2.1 such that it randomly
selects a code from different subset for a total of K codes. The K cyclically or-
thogonal codes are then randomly assigned to sensors S;, 1 = 1,2, --- , Num_Users.
There exists no unique code distribution algorithm as all the produced codes behave

in similar fashion.

On the contrary, if codes from the same subset are selected as presented in Sec-
tion 3.2.1, a set of Hadamard codes that are only orthogonal to each other in the
zero-phase are extracted. By doing so, the set of "noncyclic” Hadamard codes are

used to qualitatively compare the performance to their cyclic counterparts.

e Gold and chaotic codes: a Gold sequence generator was used to implement the
PN sequence generator shown in Figure 2.5. The simulation program randomly

generates and assigns K codes of size N = 32 and N = 64 using the following
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preferred polynomials:

Z
I

32
H(X)=X°+X?+1
Hy(X) =X+ X*+ X2+ X +1

H(X)=X°+X+1

HyX) =X+ X+ X?+ X +1
On the other hand, and as per the material presented in Section 2.5.1, the simulation
package also generates chaotic codes in order to compare the performance to that
of the proposed COWHC codes. The program generates K chaotic codes of length

N =32 and N = 64 in the fashion presented in Section 2.5.1.

Data Gathering: existing WBAN devices use digital sensors to measure the in-
tended physiological signal. As shown in Table 2.1, typical WBAN sensors have a
variety of data rates. For all practical purposes and to keep low system level com-
plexity, in the simulation it is assumed that all sensors have the same data rate. As
discussed in Section 2.6, the wide range of data rates existent in WBANs primarily
contribute to asynchronicity in the network, hence in the simulation package asyn-
chronicity is manually introduced to the biosensors as shown in Figure 3.6. Raw sen-
sor signals are generated using a random sequence generator in MATLAB. These bi-
nary signals represent the raw message signal acquired at the sensor nodes. Hence for
each cycle X;, ¢ = 1,2,--- , Num_Users signals of size "datallen x M” are produced,
where M is the modulation constellation size. This ensures that after modulation, s;,
1 =1,2,--- , Num_Users is of size "datalen”. Note : this ensures that the data rate
for quadrature modulation (i.e. QPSK) is double than that of binary modulation (i.e.

BPSK) while maintaining the same transmission bandwidth.
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Figure 3.5: Overview of signal spreading in CDMA

Modulation, spreading and transmission methodologies: sensor data is next
modulated using the pre-defined modulation technique. The binary sensor data in x; is
mapped into its complex equivalent (refer to Appendix B) to produce s;. Next, after
assigning the spreading codes w;, ¢ = 1,2,---, Num_Users to all users, s; is spread
with its corresponding spreading code. The essence of spreading in CDMA is shown in
Figure 3.5, where each s; bit is multiplied with the w; code.

Finally the spread sensor signals are manually desynchronized in the following fashion:
1. All sensors have the same active mode duration T,. (refer to Section 2.2.1).

2. Each sensor will be active and transmitting for a total of T,. seconds every 2 x T,

seconds.
3. Sensors are unaware of each others activity modes.

the above asynchronicity mechanism can be visualized in Figure 3.6.

Channel model: the program simulates a Rayleigh flat-fading AWGN channel. The
analytical detail of the channel environment is presented in Section 4.1.3. In the simu-
lation package, the channel fading coefficients h;, i = 1,2,--- , Num_Users is generated

as follows:
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Figure 3.6: An asynchronous duty-cycling process in a practical WBAN

where P, Q ~ N(0,1). Given the flat-fading nature of the channel, h; will be constant

over one cycle (i.e. T,.). On the other hand, AWGN 7, is computed as follows:

P
il \/§
where P,Q ~ N(0,1), and P, = —sxrz-

107 10
CCU: it is assumed that the CCU achieves perfect synchronization with the sensor

(P +1iQ)

nodes as the design and implementation of synchronization algorithms is beyond the
scope of this project. In order to study the performance from the BER point of view and
minimize the effect of channel statistics on the overall transmission, it is also assumed
that the system implements coherent detection, where the channel model and statistics
(i.e. h;) are known at the receiver. To decode the signal from sensor S;, the effect
of the channel fading is first eliminated from the received signal X, by dividing by h;.
This will ensure that the received signal only contains the desired signal component and
AWGN. Given that the CCU is aware of the spreading codes assigned to each sensor

node, the complex signal is then de-spread with the corresponding w;, and downsampled
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by computing the mean over 7;. Finally, the complex signal is de-modulated, and the
decoded message X, is realized. This binary message represents the raw sensor signal X;

generated at the node.

3.5 Simulation Results

3.5.1 Performance Results for Simple Network

In this simulation the aim is to examine the performance of the proposed COWHC
spreading codes and compare it to conventional spreading codes such as Hadamard codes,

Gold codes and chaotic codes. First, the performance is analyzed in a simple network

scenario that is composed of 2 biosensors as described in Section 3.3.2.1.

summarizes the simulation parameters for this scenario.

Table 3.4

Table 3.4: Simulation parameters used for simulating spreading codes in WBANs

’ Parameter \ Range/ Type \ Description ‘

Num_Users 2 and 6 For simple and idea network de-
signs

N 32 and 64 Common spreading factor range
used in telecommunication (i.e.
1S-95)

SNR -10dB to 20dB Practical channel noise opera-
tional range in WBANSs

dataLen 1000 1kb/Tn

it Times 3000 Iterate over 3000 duty-cycles for
accurate estimation

CodeType ‘cyclicwalsh’,  'noncyclicwalsh’, | Examine the behaviour of pro-

‘gold’, and ’chaotic’ posed and conventional spread-

ing codes

RecType "conventional’ Study a receiver design with con-
ventional SUD

Fading 'yes’ Simulate a Rayleigh flat-fading
channel

ModType BPSK Simple and highly efficient mod-
ulation scheme

Simulation objective and details: study the effect of COWHC spreading se-

quences in asynchronous CDMA-based WBAN with two sensor node (one desired and

one interfering), and compare the performance to that of conventional spreading codes.
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In this simulation, BPSK modulation is used as it is shown to be the most robust PSK
modulation technique since it takes the highest level of noise to decode for the binary mes-
sage (refer to Appendix B). This simple network design also implements a conventional
SUD receiver and a Rayleigh flat-fading channel.

BER Performance: in Figure 3.7 the SNR vs BER performance is visualized for

the four spreading codes with spreading factor N=32, while in Figure 3.8 spreading factor

N=064 is used.
10" : :
—#— Cyclic Walsh (COWHC) |
— —4— non-Cylic Walsh
S - ©— Gold Codes
= s = S —¥ Chaotic Codes
\%K S
Ve, T oo
IS8 S o . |
10_2 - A - = \}——v\,—r./t\,,,/}\ ot —
= TS
2 = .
: = NNV
m —
m =
5
%\*
10° =
e
K
=
{*\\*t ]
e
K
10"
10 5 0 5 10 15 20
SNR(dB)

Figure 3.7: SNR vs BER performance results for multiple spreading codes in a simple

2-user WBAN with spreading factor N=32

Performance analysis: in the N=32 case (Figure 3.7), the COWHC spreading
sequences achieve a tangible performance gain over the other spreading across the SNR

range. Of interest is the performance at higher SNR ranges, where the signal power
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Figure 3.8: SNR vs BER performance results for multiple spreading codes in a simple

2-user WBAN with spreading factor N=64

is now much higher than the noise power. It can be visualized that Gold and chaotic
codes have an error floor at BER = 1072% and BER = 1023 respectively, which is
marginally higher than that of COWHC. Given the zero-cross correlation of COWHC
codes, it is evident that COWHC mitigates the effect of MAI in a better fashion than
Hadamard codes (as shown in Section 3.2). A similar scenario is realized in Figure 3.8
with N=64 where COWHC achieves the best BER performance with BPSK modulation
and a conventional SUD receiver. Also when comparing Figure 3.7 to Figure 3.8, it is
evident that spreading factor of N=64 performs better than N=32. The performance
gain of N=64 over N=32 is justified since MAI is Gaussian distributed due to the central

limit theorem, and hence the higher the spreading code the better the performance [45].
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3.5.2 Performance Results for Ideal Network

Next, the performance of the proposed COWHC spreading codes are examined and com-
pared to conventional spreading codes in an ideal network scenario that is composed of 6
biosensors as described in Section 3.3.2.2. The simulation parameters are similar to those
of Table 3.4 with the only exception being the number of users (6 in this simulation).

Simulation objective: identify the effect of MAI on the spreading code design when
more interfering signals are existent in the network.

BER Performance: in Figure 3.9 the SNR vs BER performance is visualized for the
four spreading codes with spreading factor N=32, while in Figure 3.10 spreading factor

N=64 is used.
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Figure 3.9: SNR vs BER performance results for multiple spreading codes in an ideal

6-user WBAN with spreading factor N=32
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Figure 3.10: SNR vs BER performance results for multiple spreading codes in an ideal

6-user WBAN with spreading factor N=64

Performance analysis: similar to the results identified in Section 3.5.1, one can
visualize that COWHC outperforms conventional spreading codes even when more in-
terference exists in the network. As shown in Figure 3.9 and Figure 3.10, conventional
spreading codes have an error floor at around BER = 10~'%2! for SNR ranges above
5dB, while COWHC achieves a BER of 10728 at 20dB. It is evident that even when
more interference exists in the network, the cyclic-orthogonality of the COWHC miti-
gates MAI in a more efficient way and helps decrease the effect of interference on the

decoding process.

It is worth mentioning that the performance in the ideal network scenario is is de-

creased than that of the simple network. In theory it is expected that the cyclic orthogo-
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Figure 3.11: The correlation between asynchronous codes in a practical setup (only the

shaded is correlated)

nality of the spreading codes completely eliminate the MAI, however after investigation,
it is noticed that this decrease is due to the nature of asynchronicity in a practical setup.
As shown in Figure 3.11, the simulated asynchronicity assumes a practical shift in time
amongst the sensors (and effectively the codes), while in theory the property of cyclic
orthogonality assumes a cyclic shift between the codes. This shift in time produces a
very small residual correlation amongst the codes, and hence when the number of users
is increased to the ideal scenario the effect of the interfering correlation residual is visu-
alized in the BER performance. The produced residual is still significantly lower than
that produced for Hadamard, chaotic and Gold codes. To study the effect of the cor-
relation created in the practical asynchronous scenario, the L2-norm of the correlation
matrix R whose elements are defined by (2.2), of 6 COWHC, Hadamard and Gold codes
is computed. The norm is computed for R as the number of bits per T increase. It is
evident in Figure 3.12 that the norm of the correlation matrix of COWHC spreading se-
quences exponentially decreases as the number of bits/Ty increases, while for Hadamard
and Gold codes the norm is much higher than COWHC and does not decrease with the

increase of bits/Ty. This result indicates that the power of the effect of the residual
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Figure 3.12: The L2-Norm of the correlation of asynchronous COWHC, Hadamard and

Gold codes

correlation of COWHC spreading sequences approaches zero as the size of spread signal

increases, which approaches the theoretical results when the codes are cyclic rather than

shifted in time.

3.6 Conclusions

This chapter introduced the theoretical and implementation details of Cyclic Orthogonal

Walsh Hadamard Codes, a special set of spreading codes that are cyclically orthogonal
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in all time shits. This special property can contribute to the mitigation of MAI in
asynchronous CDMA-based WBANs. The presented codes are simulated and compared
to existing spreading codes commonly used in this application. The results shown herein
confirm that the performance of the codes when examined from the link BER point of
view outperform conventional spreading codes such as Hadamard, Gold and chaotic codes

in suppressing the effect of multiple access interference.



Chapter 4

Proposed CDMA-based Wireless

Body Area Network

This chapter investigates the second proposed contribution of this thesis document, the
CDMA-based WBAN. First, the communication system where information about data
gathering, spreading mechanism, channel model and receiving mechanism is introduced.
Then simulation results are presented that examine the BER performance of multiple
system configurations in order to find the ideal design for the medical WBAN application.

Finally, a summary of the contributions and findings presented in this chapter is provided.

4.1 WBAN System Model

This section investigates a proposed CDMA-based body centric wireless sensor network
consisting of multiple biosensors denoted by S1,8s, -+ , Sk that communicate wirelessly
to the CCU as shown in Figure 2.2 where each §;, ¢ = 1,..., K transmits its packets
in a single-hop to the CCU and all §; transmit their data over a common frequency
band. There exists a proactive communication between the biosensors and the CCU
which means that each §; transmits the same amount of data per time unit to the CCU

in a periodic fashion. The data transmitted by &; is statistically independent of the data

50
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transmitted by S;, 7 # j. Given the nature of network design in WBANS as described in
Section 2.2.2, sensor nodes have power-constrained batteries contrary to the CCU which
can have a power source. Hence there is a need to reduce the overall power consumption
and computational complexity of the sensor nodes to prolong the lifetime of the network.
For this purpose, the proposed WBAN utilizes the duty-cycling mechanism presented
in Section 2.2.1 which achieves a significant energy saving in both circuit and signal

transmission [4].

4.1.1 Data Gathering Mechanism

To make the network inherently tolerant to failure of individual sensors, it is assumed
that the biosensors are unaware of the other nodes’ wake up processes. The measured
raw signal from sensors Sj,Ss, -+, Sk are initially passed through the amplification
and filtering processes to increase the signal strength and remove unwanted signals and
noise. After digitizing the analog signal using an ADC, an L; -bit message sequence
X; & {my};, is generated, where m; € {—1,+1} and L; is assumed to be fixed for the
node S; and is not necessarily the same as L; for the node S;, j # . Without loss of
generality and for ease of analysis, the bit duration of my, denoted by 7T is assumed to

be the same for all nodes.

4.1.2 Modulation and Spreading Mechanism

In the proposed CDMA-based transmitter, the bit stream X, is first modulated by a
predetermined modulation scheme and then spread as shown in Figure 4.1.

Digital Modulation: involves two subprocess, (a) bit to symbol conversion, and
(b) symbol mapping. Bit to symbol conversion translates every [ bits from the input
message signal to one of M = 2! symbols, while symbol mapping involves “mapping” the
M symbols into the In-phase (I) and Quadrature (Q) plane as shown in Fig. 4.2. Modu-

lation is implemented in digital communication systems to efficiently use bandwidth and
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Figure 4.1: Model diagram of the CDMA-based WBAN transmitter

limited frequency resources. There exists a number of modulation schemes used in digital
communication systems, ranging from Amplitude Shift Keying (ASK), Frequency Shift
Keying (FSK) and Phase Shift Keying (PSK). In ASK the presented bits are represented
by different signal amplitudes, while in FSK the frequency is varied for different symbols,
and in PSK the phase of the transmitted signal is varied for different symbols.

In CDMA-based WBANS that typically utilize the narrowband physical layer design of
the IEEE 802.15.4 [19] and IEEE 802.15.6 [30] standards, only a handful of modulation

Modulation

: Bit to Symbol
A -
Sensor 1 [ | conversion

Figure 4.2: Block diagram depicting the digital modulation process at the transmitter
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techniques are used. For the proposed WBANS, implemented are the following set of
typical modulation techniques [34, 46, 47, 48, 49, 19, 30]:

1. Binary Phase Shift Keying (BPSK)

2. Quadrature Phase Shift Keying (QPSK)

3. Offset - Quadrature Phase Shift Keying (OQPSK)

4. /2 - Differential Binary Phase Shift Keying (r/2-DBPSK)

5. w/4 - Differential Quadrature Phase Shift Keying (7/4-DQPSK)

Detailed technical information pertaining the above modulation schemes are found in
Appendix B.

Data Spreading: the modulated signal is directly multiplied by a pseudorandom
spreading sequence w; with chip duration 7T, and processing gain N. It is assumed that
N is fixed for all S; nodes (Section 2.2.1). Denoting s; as the modulated signal from
sensor S;, ¢ = 1,..., K as shown in Figure 4.1, the received signal at the CCU contains

the spread signal from all sensors Sy, Ss, -+, Sk and is given by:

K
Xr = Zwisi + 7, (41)
i=1

where w; are unique pseudorandom spreading codes, and 7 is AWGN.

4.1.3 Channel Model

The specific topology of the proposed network and the choice of low transmission power
result in several consequences in the channel model design. It is shown in [50] that a low
transmission power implies a small range. The distance between each S; and the CCU
is short (no longer than 10 m). For this short-range transmission scenario, the channel

is multi-path in nature and behaves like a WLAN in a typical indoor office setting. On
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the other hand, it is shown in [51] and [52] that the Root Mean Square (RMS) delay
spread for indoor applications is in the order of nanoseconds which is small compared to
the symbol duration Ty = 1.66us to Ty = 5.33us obtained from the Narrowband PHY
Specifications of the IEEE 802.15.6 standard draft [30, 53]. Thus, it is reasonable to
expect a flat-fading channel model for the proposed on-body WBAN. In addition, the
channel is almost stationary due to the very slow movement of patients compared to the
duration of communications. Furthermore, many transmission environments regarding
to the on-body WBANS include significant obstacle and structural interference by ob-
stacles (such as wall, doors, and furniture), which leads to reduced Line-Of-Sight (LOS)
components. This behaviour suggests a Rayleigh fading channel model. Under the above
considerations, the channel model between each biosensor and the CCU is assumed to be
a memoryless Rayleigh flat-fading with path-loss. This assumption is used in many works
in the literature (i.e. see [36] for CDMA-based WBANSs). The fading channel coefficient
corresponding to symbol ¢ of node S; is denoted as h;,, where the amplitude ’hi!’ is
Rayleigh distributed with Probability Density Function (PDF) fi, ,(r) = %e‘é, r >0,
where Q £ E [|h; |?] [38].

For a &"-power path-loss channel of the link between an arbitrary S; and the CCU
separated by distance d;, the channel gain factor is given by L, = Mldfﬁl, 1 € IC, where

M; is the gain margin which accounts for the effects of hardware process variations,

(4m)?
GGr A2

background noise and £; £ is the gain factor at d = 1 meter which is specified

by the transmitter and receiver antenna gains G; and G,, and wavelength A (e.g. [54]).

As a result, when both fading and path-loss are considered, the instantaneous channel

coefficient between S; and the CCU nodes corresponding to symbol ¢ becomes G, =

hie

N/
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4.1.4 Receiver Design and Decoding Mechanism

At the CCU the purpose is to reliably decode for the transmitted signals with minimum
interference posed on the desired signals. The receiver antenna captures the transmitted
signal &, (refer to (4.1)) which contains the signals from all biosensors that has been
passed through the AWGN Rayleigh flat-fading channel. As described in Section 2.5.2,
in the proposed CDMA-based WBAN, SUD and MUD receiving mechanisms are utilized.
In single user detection, the CCU design is visualized in Figure 4.3. In order to decode

for sensor S; the model simply de-spreads X, with code w; as follows:

K
A 2
S; = win = w; S; + E W;W;S; + w; (42)
S~~~ — ~~
Desired Signal ]];1 Noise

Multiple Access Inter ference

It is assumed that the same pre-determined modulation scheme used at the sensor
node is used at the CCU, and that w; for all S; is known at the CCU. In (4.2), w;?s; is the
desired signal, Z]K:l w;w;s; is the interference of multiple sensors on the desired signal,
and w;n is the A\?J\;éN. In an ideal synchronous CDMA system where bit-level synchro-
nization can be achieved throughout the system, and if orthogonal spreading codes w; are
used, then by definition in (4.2) w;? will equal to 1, and w;w; will evaluate to zero (due to
orthogonality), effectively eliminating the interference. Orthogonal spreading codes will
lose their orthogonality due to the asynchronous nature of WBANs (Figure 3.6). Hence
in the proposed CDMA-based WBAN, the system performance will be compared with a
variety of spreading codes including the proposed COWHC (Section 3.2), conventional

Hadamard codes (Section 3.1), Gold and Chaotic codes (Section 2.5.1).

Further to the SUD receiver design, the proposed CDMA-based WBAN implements
a MUD decorrelating receiver (Section 2.5.2) which will be used to compare performance
results of non-cyclic orthogonal spreading codes to that of COWHC, as the decorrelating

receiver is designed to compensate for the cross-correlation of spreading codes.
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Figure 4.3: Single User Detection (SUD) model at the CCU of CDMA-based WBANs

4.2 Simulation Results

This section studies the performance results of the proposed CDMA-based WBAN model
presented in this chapter. The aim is to identify the optimum spreading code, modulation
scheme, and receiver design that combined produce the optimum communication model
for reliable transmission in body-centric WBANSs. The performance will be studied from
the link BER point of view (Section 3.3.1) and under minimalistic (Section 3.3.2.1 ) and

ideal (Section 3.3.2.2) network designs.

4.2.1 Conventional Receiver Vs. Decorrelating Receiver

In Chapter 3 the COWHC spreading sequences were simulated in a CDMA-based WBAN
that utilizes a conventional SUD receiver as described in Section 4.1.4. Of interest is to

compare the performance of the conventional receiver to that of the decorrelating receiver
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described in Section 2.5.2. It is worth noting that in theory if the decorrelating receiver
is used with COWHC spreading sequences then the correlation matrix R in (2.3) would
equate to the identity matrix I due to the cyclic orthogonal nature of COWHC. But given
the effect of asynchronicity in a practical setup where the codes are shifted in time rather
than cyclicly shifted, the R matrix of COWHC would still have some residual. Through
simulation it was found that COWHC in a simple network scenario performs better with
a conventional receiver, while for the ideal scenario a decorrelating receiver achieved
better BER performance. This is attributed to the fact that when more users exists in
the network, the effect of the residual correlation is higher, and the decorrelating receiver
can compensate for it much better than the conventional receiver. The parameters for

the following simulations are shown in Table 4.1.

Table 4.1: Simulation parameters used for simulating the proposed WBAN

| Parameter | Range/ Type \ Description \
Num_Users 2 and 6 For simple and ideal network de-
signs
N 64 Shown to produce better results
in Section 3.5.1
SNR -10dB to 20dB Practical channel noise opera-
tional range in WBANSs
dataLen 1000 1kb/Tn
ittTimes 3000 Iterate over 3000 duty-cycles for
accurate estimation
CodeType ‘cyclicwalsh’,  'moncyclicwalsh’, | Examine the behaviour of pro-
‘gold’, and ’chaotic’ posed and conventional spread-
ing codes
RecType ‘conventional’ and ’decorrelat- | Compare conventional (SUD) to
ing’ decorrelating (MUD) receivers
Fading 'yes’ Simulate a Rayleigh flat-fading
channel
ModType BPSK Simple and highly efficient mod-
ulation scheme

BER Performance: in Figure 4.4 the SNR vs BER performance is visualized for
the four spreading codes in a simple network model with two users where a conven-
tional receiver was used for COWHC and decorrelating receiver for Hadamard, Gold and

chaotic codes, while in Figure 4.5 an ideal network design with 6 users is simulated with
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decorrelating receiver utilized for all codes.
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Figure 4.4: SNR vs BER performance results comparing spreading codes in SUD and
MUD receivers in a simple 2-user WBAN (N=64)

Performance analysis: in the simple network scenario, when comparing the effect
of the decorrelating receiver shown in Figure 4.4 to that of the SUD receiver in Fig-
ure 3.8, one can note that: i) non-cyclic Hadamard codes produced a much better BER
performance when the decorrelating receiver is utilized, i7) Gold codes on the other hand
performed better with the SUD receiver, and iii) chaotic codes maintained the same
error floor for both receivers. On the other hand, in the ideal network scenario with
6-users in the network as shown in Figure 4.5, there is no tangible performance gain
when compared to that of the conventional receiver visualized in Figure 3.10. This result

can be attributed to the effectiveness of the decorrelating receiver at suppressing the
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Figure 4.5: SNR vs BER performance results comparing spreading codes in MUD re-
ceivers in an ideal 6-user WBAN (N=64)

MAI when high correlation exists amongst the spreading codes. Also, as noted in ( 2.4)
the decorrelating receiver enhances the noise by R~ which can effectively increase the

number of bits decoded in error.

While the decorrelating receiver produces mixed results for conventional spreading
codes, it is noted that in both the simple network (Figure 4.4) and ideal network (Fig-
ure 4.5), COWHC spreading sequences outperforms Hadamard, Gold and chaotic codes
with and without MUD. To combat the drop in performance that was visualized in Sec-
tion 3.5.2, the performance of the decorrelating receiver for COWHC in an ideal network

is shown to effectively compensate for the small correlation residual. While in theory
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it is still expected that the ideal 6-user network with COWHC spreading sequences to
perform similarly to that of the 2-user scenario, due to the numerical errors the residual
correlation contributes to the decoding process as well as the noise enhancement (in the
decorrelating receiver), the ideal scenario produces slightly lower BER performance that
that of the simple scenario (compare Figure 4.5 to Figure 4.4). The results presented here
still affirm that if COWHC are utilized in a CDMA-based WBAN, both a low-complexity
single user detection receiver or a decorrelating MUD receiver can be employed to produce

BER performance that is marginally lower than conventional spreading codes.

4.2.2 Comparison of Modulation Schemes

Table 4.2: List of the optimum spreading code and receiver design combinations for

multiple modulation techniques

2-user Network 6-user Network
BPSK COWHC - SUD COWHC - SUD
QPSK non-cyclic Hadamard - SUD | COWHC - SUD
OQPSK COWHC - SUD COWHC - SUD
w/2-DBPSK COWHC - SUD COWHC - SUD
w/4-DQPSK COWHC - SUD COWHC - SUD

In this simulation the aim is to examine the performance of the proposed CDMA-based
WBAN with multiple modulation techniques commonly used in WBANSs (Section 4.1.2),
namely; BPSK, QPSK, OQPSK, 7/2-DBPSK, and 7/4-DQPSK. A large set of BER
simulations were conducted in order to identify the spreading codes that produced op-
timum BER performance for each of the modulation techniques. For these simulations,
a conventional SUD receiver was utilized to study the effect of modulation schemes in a
low complexity system design. Table 4.2 summarizes the findings for both a 2-user and

6-user networks with N=64.
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Figure 4.6: SNR vs BER performance results comparing multiple modulation techniques

in a simple 2-user WBAN (N=64)

It is evident from Table 4.2 that COWHC produces the optimum performance for the
CDMA-based WBAN for most modulation techniques. The one exception was QPSK in a
2-user network setup, where the non-cyclic Hadamard codes utilized with a conventional
SUD receiver produced slightly better BER performance than its COWHC counterpart.
This however was not the case in the ideal network scenario, where high interference en-
sured that COWHC with a conventional SUD receiver was the optimum combination for
QPSK and all other modulation techniques. The BER performance of the combinations

shown in Table 4.2 are presented in Figure 4.6 and Figure 4.7.

Performance analysis: the results presented in Figure 4.6 and Figure 4.7 confirms

that BPSK is the most robust modulation technique and produces the most optimum
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Figure 4.7: SNR vs BER performance results comparing multiple modulation techniques

in an ideal 6-user WBAN (N=64)

BER results when utilized in the proposed CDMA-based WBAN. It is worth noting
that to maintain the same transmission bandwidth, quadrature modulations such as
QPSK, OQPSK and pi/4-DQPSK transmit at twice the data rate of that in binary
modulation such as BPSK and pi/2-DBPSK. Hence it is worth studying the performance
of quadrature modulations in Figure 4.6 and Figure 4.7. In the simple network scenario
OQPSK outperforms both QPSK and pi/4-DQPSK across the SNR range, while in the
ideal network scenario OQPSK is the better quadrature modulation technique in noisy
environments (SNR < 7 dB) and QPSK is superior when SNR > 7dB. Hence using QPSK
or OQPSK will not produce the optimum BER performance when compared to BPSK,

but instead, twice the transmission data rate can be achieved.
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4.3 Conclusions

This chapter studied the implementation details of the proposed CDMA-based com-
munication system to be used for wireless medical body area networks. Of interest is
studying the effect of multiple modulation techniques and receiver designs on the net-
work performance from the BER point of view. The presented simulation results show
that utilizing multiple user detection techniques at the receiver can improve the result
of conventional spreading codes such as Hadamard and chaotic codes, though it does
not outperform COWHC spreading codes with a conventional SUD receiver. This shows
that given the application and system design, employing COWHC spreading codes with
a low complexity SUD receiver can achieve better BER performance than conventional
spreading codes. It was also shown that utilizing the decorrelating receiver for COWHC
can significantly reduce the residual correlation generated from the shift in time amongst
the sensors. This chapter also presented simulation results that studied the effect of
modulation on the overall BER performance, and it was shown that BPSK can achieve
better BER across the spectrum. On the other hand QPSK and OQPSK were outper-
formed by BPSK, but they showed tangible performance that can be used in networks
that would require support for higher data rates. Overall, a design that encompasses
COWHC, BPSK modulation and a conventional receiver was the optimum design choice
that produced the lowest BER compared to conventional solutions. On the other hand,
utilizing a slightly more complex decorrelating receiver can further enhance the BER

performance of COWHC in CDMA-based WBANSs.



Chapter 5

Conclusions

5.1 Research Discussion and Summary

This thesis presented two contributions that are designed for medical based wireless
body area networks where multiple biosensors communicate simultaneously and over
the same frequency band to a central node. The asynchronous nature of WBANs and
the non-orthogonality of spreading codes produce multiple access interference at the
central node, which contributes to decoding errors and lowers link reliability. The first
contribution discussed a special set of Hadamard codes namely COWHC that maintain
their orthogonality in the asynchronous operation of WBANs. The cyclic orthogonality
property of COWHC was studied and a methodology for code selection was demonstrated.
Then by using the BER as a validation metric, the performance of COWHC spreading
sequences was examined in a simulated CDMA-based WBAN. The COWHC BER results
when compared to conventional spreading codes such as Gold and chaotic codes, produced
a marginally lower BER across a practical SNR range, while conventional codes had an
error floor at SNR values above 10dB. The utilization of COWHC spreading sequences
in CDMA-based WBANSs is shown to effectively mitigate MAI at the CCU. The one

shortcoming of COWHC is that the number of cyclic orthogonal codes produced from

64
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the 2% square Hadamard matrix is limited to K = k4 1, which limits the total number of
sensors in the WBAN to K. But since biosensors intervene with the comfort of the user
(patient), the design of such networks must consider low device count in the first place
[16]. Hence in a typical network with 6 sensors, COWHC can be generated from the Hjy
Hadamard matrix, which ensures a spreading factor of N=32. On the contrary, if more
sensor nodes are required, a higher spreading factor must be utilized which inherently

increases the signal bandwidth (i.e. N=512 for 10 sensors).

The second contribution of this thesis presented a study of a CDMA-based WBAN
from the modulation and receiver design point of view. It was found through simu-
lations that a MUD receiver such as the decorrelating receiver can lower the effect of
non-orthogonality for conventional spreading codes such as Hadamard codes and chaotic
codes. Though even with the added complexity of the decorrelating receiver, the utiliza-
tion of conventional codes did not mitigate the effect of MAI as efficiently as COWHC
in the asynchronous WBAN. When used for spreading, COWHC performed better from
a BER point of view with a conventional SUD receiver than Hadamard or chaotic codes
with a MUD receiver. This ensured that when used in CDMA-based WBANs, COWHC
can effectively reduce the complexity of receiver design by only requiring conventional
single user detection to achieve accurate decoding performance. On the contrary, if a
decorrelating receiver is utilized with COWHC, further performance gain is visualized
from the BER. In addition to receiver design, the proposed CDMA-based WBAN stud-
ied the effect of multiple PSK modulation schemes on the communication link. It was
shown that BPSK modulation was the most robust at accounting for noise in the channel
and outperformed other PSK modulations throughout the SNR range. It is worth men-
tioning that while quadrature modulation such as QPSK and OQPSK were not optimum
when compared to BPSK, they support double the data rate of that in BPSK. This is
because quadrature PSK encode two bits per symbol of the raw message signal and the

transmitted signal bandwidth is maintained the same for both binary and quadrature
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modulations. Hence QPSK and OQPSK might be of preference for applications with
higher data rate.

Through the design and simulation of COWHC and CDMA-based WBAN, this the-
sis identifies that a CDMA WBAN with COWHC spreading codes, BPSK modulation
and a conventional SUD receiver produce marginally better BER performance than con-
ventional spreading codes, modulations schemes and receivers commonly used in this
application. Furthermore, utilizing a slightly more complex decorrelating receiver at the

CCU can further enhance the BER performance of COWHC in CDMA-based WBANS.

5.2 Future Work

Due to the span of the presented work into a number of areas pertaining to the design
of the communication system, a number of design and parameter assumptions were used

to narrow the scope of the study. Future work in this area can examine the following:

e The performance of the proposed work was only studied from the BER point of
view. While this validation metric is sufficient to study the impact of the proposed
contributions on the packet collision and MAT in WBANS, it is of prime importance
to study the effect of COWHC, receiver design and modulation on the performance

of WBANSs from the energy consumption and network throughput points of view.

e While MUD receivers might not be suitable for the aforementioned WBAN due to
low sensor numbers in the network, they are well suited in fully loaded networks
where K = 2% (contrary to K < k + 1). The effects of MUD receivers in larger
WBANSs should be studied in the future. Also, ways to better utilize COWHC in

WBANs with more sensors in the network than the typical should be studied.

e The channel was assumed to be a memoryless Rayleigh flat-fading channel. The

effect of the failure of this assumption on the system should be studied in the future.
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e [t was assumed that the CCU has full knowledge of the channel state, which in
practice is not true. The effect of channel estimation at the CCU should be studied

in future work.



Appendix A

History of Wireless Standards for
WBANSs

A.1 Wireless Medical Telemetry Services (WMTS)

In order to provide wireless medical telemetry with licensed spectrum the FCC in the
United States introduced Wireless Medical Telemetry Services (WMTS). This standard
was licensed by rule and no individual licenses are required. In the early 2000s hospitals
that were using the unlicensed TV channel bands for their telemetry had upgraded their
equipment to support WMTS. WMTS included three unique bands for transmission;
608-614 MHz, 1395-1400 MHz, and 1427-1432 MHz [55]. While WMTS provided special
bands for medical telemetry, these bands were still embedded within the HDTV bands
and interfering signals from near by channel bands remained an issue [28]. WMTS posed
a number of limitations such as: no international recognition, restricted bandwidth and
lack of protection against existing channel interference which prevented it from being the

favourite wireless standard for WBANSs.
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A.2 Wireless Local Area Network (WLAN)

The introduction of IEEE 802.11 standards such as 802.11, 802.11a and 802.11c was
done before WMTS. The purpose of these standards is the implementation of Wireless
Local Area Networks (WLANs), which are networks that cover a small geographical
location. Collectively these 802.11 standards are known as Wi-Fi. They operate over the
following bands: 2.4GHz and 5GHz. Ever since the adaptation of 802.11 there has been
many variations such as 802.11g that were introduced to effectively boost the supported
bandwidth as well as the range and 802.11n which introduced MIMO (Multiple Input
Multiple Output) technologies to existing 802.11g devices. WLAN has been used for

WBANS in numerous occasions [28, 56].

A.3 Medical Implants Communication Services

(MICS)

Medical Implants Communication Services (MICS) is a standard developed specifically
for ultra-low power, unlicensed medical implant devices. The standard introduced by the
FCC in the United States operates in the 402-405 MHz band and can support data rates
of up 16 kbps with a range of 0-2m. The standard allows bidirectional communication
between the implant device and the CCU with a maximum bandwidth of 300 KHz. The
selection of the 402-405 MHz band was chosen such that it satisfies the MICS requirements
with respect to the size of device, power, antenna performance and receiver design, and is
compatible with international frequency allocations [57]. MICS can be used for implant

devices available within a bigger WBAN system.
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IEEE 802.15.4 defines a set of specifications for Low-Rate Wireless Personal Area Net-
works (LR-WPANs). WPANSs are networks that operate in the vicinity of the human
body, with a range of approximately 10 meters [19], and devices that consume minimal
power. ZigBee utilizes two frequency bands, 868/ 915 MHz and 2.4 GHz with data rates
of 40 and 250 kbps, respectively. ZigBee also utilizes two network topologies, Star Net-
work, and Peer-to-Peer, with two different types of devices, Full-Function Device (FFD)
and Reduced-Function Device (RFD). A FFD can operate as a coordinator and a device
(such as the CCU) and can communicate with RFDs and other FFDs, while RFDs make
up the sensor nodes. Binary Phase Shift Keying (BPSK) and Offset-Quadrature Phase
Shift Keying (OQPSK) are the two suggested modulation schemes in ZigBee. It also
utilizes Direct Sequence Spread Spectrum (DSSS) for spreading.

ZigBee has been the ideal protocol for use in WBANS since its introduction and has
been ideal for networks with low data rate and low power devices. Many see ZigBee to be
limited as it only supports devices with low data rates. Since, there has been a number
of proposals such as 802.15.4a [58] which uses the Ultra Wide Band (UWB) 3.1-10.6 GHz
band to support higher data rates, but the standard still posses high loss and cannot be

used for medical implants.
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Digital Modulation

B.1 Binary Phase Shift Keying (BPSK)

Binary Phase Shift Keying is the simplest form of PSK in which bits 0 and 1 are rep-
resented by two points on the I-Q plane with an 7 phase separation. The most general
constellation form of BPSK is shown in Figure B.1. While BPSK is the most robust PSK
modulation technique, it is impractical for use in high data rate applications due to the
fact that it is only capable of modulating at 1 bit/symbol.

Mathematically, BPSK follows the equation:

sk(t) = Qfs cos 2rft+m(l—k)) , k=01 (B.1)

s

where Ej is the symbol energy (also Ej, in BPSK), T is symbol period (also T}, in
BPSK), and f. is the center frequency. Equation B.1 produces two phases, 0 and 7
respectively. Hence the signals are generally presented as /Ey0(t) for 1, and —v/Ep0(t)

for 0, where 6(t) refers to the basis function and is defined as follows:
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Figure B.1: Constellation diagram for BPSK

B.2 Quadrature Phase Shift Keying (QPSK)

Quadrature Phase Shift Keying uses four points equispaced (7/2 phase separation) on
a circle in the I-Q plane. With the four possible phases, QPSK can modulate at a rate
of 2 bits/symbol. A possible constellation is shown in Figure B.2 where gray coding is
used. Generally speaking QPSK is used to either double the data-rate and maintain
same bandwidth compared to BPSK modulation, or to maintain data-rate and half the

bandwidth required for transmission.

Gray coding as used in the constellation diagram refers to the arrangement of symbols
such that transition from one symbol to the next involves only one bit change. As shown
in Figure B.2, the transitions from symbols 00 to symbol 01, 01 to 11, 11 to 10, and
10 to 00 each requires one of the two bits to change. Gray coding is used in digital

communications in order to facilitate error correction and reduce the BER.

Mathematically, QPSK follows the equation:
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Figure B.2: Constellation diagram for QPSK

°F
k(t) = |/ S cos (2 ot + %(Qk ~1) , k=1,2,3,4 (B.3)

s

Equation B.3 produces two phases, 7/4, 37/4, 5m/4 and 7w /4 respectively. Hence

the signal space is a two dimensional one with 6, (t) and 6,(t) as follows:

01(t) = \/Tzscos (2.7 fe.t)

Os(t) = T% sin (2.7. f,.t)

(B.4)

and hence the constellation points take the values of (£ %, + %) in the signal

space.

B.3 Offset Quadrature Phase Shift Keying (OQPSK)

Offset Quadrature Phase Shift Keying is a variant of the QPSK modulation explained
in Section B.2. In traditional QPSK taking two bits at a time in order to construct

a symbol will allow the phase to shift by up to m from symbol to the next. This 7
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Figure B.3: Constellation diagram for OQPSK

shift causes large fluctuations in amplitude after filtering the signal. In order to combat
this problem, OQPSK introduces an offset of T, /2 (equivalently T}) to the quadrature
data stream. This process insures that a maximum phase shift of 7/2 can occur every
T,, hence produce amplitude variations less than QPSK while maintaining the same
bandwidth efficiency. In Figure B.3 I show the difference between OQPSK and QPSK in

terms of possible phase changes from symbol to the next.

B.4 1 /2- Differential Binary Phase Shift Keying (7 /2-

DBPSK)

Differential encoded phase shift keying involves the changing of the carrier phase accord-
ing to the symbol to be transmitted. In differentially encoded BPSK the phase may
change by 7 radians if '1’ is to be transmitted, and 0 radians if 0’ is to be transmitted,
and so on. This technique removes some of the phase ambiguity that can arise from the
effects of the channel.

In 7/2- Differential Binary Phase Shift Keying the constellation diagram is made
of two standard BPSK constellations (Fiure B.1) shifted by m/2. Hence the constella-
tion of 7/2-DBPSK involves four constellation points, and inherently insures that phase

transitions are limited to 7/2 between any two symbols as shown in Figure B.4.
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Figure B.4: Constellation diagram for m/2-DBPSK

B.5 7/4- Differential Quadrature Phase Shift Keying
(7/4-DQPSK)

7 /4- Differential Quadrature Phase Shift Keying is a modified version of the standard
QPSK modulation with phase transitions restricted to £7/4 and £37/4. The constella-
tion of the 7/4-DQPSK consists of two standard QPSK constellations (Figure B.2) that
are shifted by 7/4, hence totaling eight constellation points as shown in Figure B.5

For example, if a 7/4-DQPSK has +x/4, +37/4, —3mw/4, and —n /4 as phase shifts
that correspond to symbols 00, 01, 11, and 10 respectively, and the current phase is /2
radians, then the possible phase shifts for the next symbol are shown in Figure B.6.

In the proposed IEEE 802.15.6 [30], 7/8-D8PSK modulation is an optional choice
in the Narrowband physical layer design. 7/8-D8PSK is implemented similarly to m/4-
DQPSK but with 8-PSK as the base modulation scheme.



APPENDIX B. DIGITAL MODULATION

" -
o” Sss
4 )
’ .
4 )
Sey 0 . 'o"
. [y ‘;l.~ PR g . )
A $% ’ )
’ [ 0 __eoeT eV . [y
’ . {-’ e V) [}
o Ve
’o)\ ’ ) ,“s
o” [ Se Seo
), I
) " )
Seal s e
;’..\~ '3 ‘
L4
. J e ‘.f . )
\ A \V,::. ’ \ .
(Y ’ P Y Sy )Y ’
Pid [} ’ '~A
[ ’
[y [
4
- "
Seo ®

Figure B.5: Constellation diagram for 7 /4-DQPSK
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